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Purview is a Suite of Products

 Purview is not a single tool within
Microsoft 365 but is a suite of tools or
products.

 Focuses on:
o Data identification

o Data Protection
o Data Governance

* Assists organizations in protecting their

sensitive information, whether it is:
o Sensitive information in documents
o Records that must be maintained

o Communication between colleagues
o Private information within content

3iI  Microsoft Purview

N O T T |

Data lifecycle management

Information protection

Information barriers

Insider rick management

Ltz Records management

Privacy risk management

O]

Subject rights requests

Settings

More resources

£ Whatsnew? - Add cards

Active alerts Compliance Manager

0 active alert Your compliance score:

50%

Compliance Manager helps your org simplify compliance and
reduce risks around data protection and regulatory standards.
fiec <compliance posture and helps

Alert name

Learn more about Compliance Manager
Protect information 28/ 1478

[

‘Govern information 90/299
—

‘Control access 8171652
-

Manage devices 0/1624
Protect against threats 0/2939
Discover and respond 07567

Manage internal risks 0/75

W Current score Remaining score
Show more Visit Compliance Manager

Pending disposition reviews Retention label usage éEo Microsoft Purview Insider Risk Mana

14 pending items 36 items with retention...

Items whose retention period ended that need review before Summary of how retention labels are being applied to email
deletion ive.

Label name Pending dispesitions




Purview’s Data
Governance Framework
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Information Governance and Protection In One Platform i

Data growing at exponential rate

=a=K"

Comprehensive policies to protect and govern your

most important data — throughout its lifecycle Unified approach
s - <2
< Unified approach to discover, classify & label Discover Classify Label
Apply policy
% Automatically apply policy-based actions Protection | Governance |——|;|
> Encryption (,\Jel > Retention \/
. . . . . . Restrict A > Deletion
< Proactive monitoring to identify risks D e eess > Records Declaration
> Header/Footer > Archiving
% Broad coverage across locations _
Monitor
> Sensitive data discovery > Policy recommendations
> Data at risk > Proactive alerts

> Policy violations

I m N E N ) =

Devices Apps Cloud services On-premises ISVs, 3"-party




Framework Support within Purview

Microsoft Purview Information Protection Discovery
Microsoft Purview Provides a variety of methods to discovery sensitive information within the tenant.

Sensitive Information Types (SITs)
Custom algorithms that detect sensitive information within content

Trainable Classifiers

Microsoft Purview’s form recognition system for identifying content within the storage locations of the organization.

Exact Data Match (EDM)
Database of terms, phrases, IDs, etc. the system searches for within content to flag as sensitive.

Document Fingerprinting
Built on phrases and word order to build a “fingerprint” of the document to recognize in others.

EEEE



The Big Players in
PUurview







Microsoft Purvie

Sensitivity Label Capabilities:

e Content Markup when labels are applied to content:
* Headers and/or Footers
* Multiple colors available
* Left, Center, or Right justified
* Variable font size
* Watermark
* Multiple colors available
* Variable font size
* Variable font direction
* Encryption

* Independent of location security. Dependent on the label
configurations

* Auto-Application of Sensitivity based on:
* Sensitive Information Within Content
* Recognizable Format (contracts, invoices, etc)

* Protection of SharePoint Sites and Microsoft Teams

* Adds additional protections at the site level to control the
sharing of sensitive data

@ Autosave B pocument1 - word pel

David Drever @ & = (m]

File Home Insert Draw Design

1

Layout References Mailings Review View Help

POTC Demo - Confidential

Video provides a powerful way to help you prove your point. When you click Online video, you can
paste in the embed code for the video you want to add. You can also type a keyword to search online for
the video that best fits your document.

To make your document look professionally produced, Word provides header, footer, cover page, and
text box designs that complement each other. For example, you can add a matching cover page, header,
and sidebar. Click Insert and then choose the elements you want from the different galleries.

Themes and styles also help keep your document coordinated. When you click Design and choose a new
Theme, the pictures, charts, and SmartArt graphicsi change to match your new theme. When you apply
styles, your headings change to match the new theme.

Save time in Word with new buttons that show up where you need them. To change the way a picture
fits in your document, click it and a button for layout options appears next to it. When you work on a
table, click where you want to add a row or a column, and then click the plus sign.

Reading is easier, too, in the new Reading view. You can collapse parts of the document and focus on
the text you want. If you need to stop reading before you reach the end, Word remembers where you
left off - even on another device.

click Online Video, you can

Video provides a powerful way to help you prove your poin
- e i
i pe a keyword to search online for

paste in the embed code for the video you want to add. yfUcapaliyg
the video that best fits your document.

To make your document look professionally progéce@ Ay

Save time in Word with new buttons that show up where you need them. To change the way a picture
fits in your document, click it and a button for layout options appears next to it. When you work on a
table, click where you want to add a row or a column, and then click the plus sign.

Reading is easier, too, in the new Reading view. You can collapse parts of the document and focus on

X

O 2 Editing ¥
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Microsoft Pur

S

{ @ Site and Group Sensitivity Labels

Does NOT apply default sensitivity to content
within the site.

Applies additional controls to sites:
* Block external users
* Enforce managed devices
* Site Owner permission granting controls

Apply Authentication Contexts to sites for use
with Conditional Access

Automatically notifies users and administrators if
highly sensitive content is uploaded to the site.

@ Home
B sites
I Active sites

Deleted sites

it

Policies

&

Settings

Content services

Migration

Reports

Q
Mare fea
@
Customizé
+ Showall
0
B
®

SharePoint admin center

Active sites

Use this page to sort and filter sites
~ Learn more about managing sites

+ Create

SharePoint

Finance

Home
Conversations
Documents
Notebook
Pages

Site contents

Recycle bin

&5 Add real-time chat
Add Microsoft Teams to
collaborate in real-time and
share resources across
Microsoft 365 with your team.

Add Microsoft Teams

Site name T

Communication site

Finance

& Edit % Permiss

Edit sensitivity setting

Select the sensitivity level you want to apply to this site. For more info about these
labels, or to create a new one, go to the Microsoft Purview compliance portal.

Learn more about sensitivity labels

(O publicsite

Used to classify sites and groups as public

O Internal Site
Classifies a site or container as internal-only and provides required protections '8

A Search this site Site Information

@ Your site logo is now under Change the

4 look.
Site name *
+ New v~ 8 Pagedetails & Analytics l Finance
Site description
News }
Finance
+ Add v

Hub site association

|

Sensitivity (O
None
Keep your team updated with news on your team site Public Site
From the site home page you'll be able to quickly author a news pos Internal Site

Confidential_Restricted Site

Activity

None

Cancel




Sharepoint ¢ sensitivity x

H Product Engineering Private group | @ Public area
A collaborative area that guests can be invited into.
@ Documents can be freely shared with anyone within
Home + New - B::'_" Page details Analytics and cutside of the organization. This site can be
. : accessed from any unmanaged device.
Conversations General area
D News An internal area designated for various types of
Documents content and documents related to the operation and
—+ Add -~ management of our organization. Documents can be
@ shared outside of our arganization as required.
MNotebook Membership to this area is controlled, including guest
Keep your team update ___
® Pages From the site home page you Confidential area

a status updatef tl’lp repor‘t, o This is a secure and restricted area where sensitive and

e contents confidential information is stored and accessed only by
Add News authorized personnel.

Recycle bin

Activity
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Data Loss Prevention (DLP)

A Data Loss Prevention policy’s primary use is to protect data flow within the organization. A DLP policy tracks when
content is shared and made available for others when stored within supported locations such as SharePoint Online.

- PO’Q\

® Unauthorlzed
Internal Users

DLP rQ\O

Unauthorlzed
External Users




= Data Loss Prevention Capabilities:
* Helps to ensure an organization’s data does T Uplosd v B Edtmgndvien 3 Smc - Palicy tip for *Account Testxise
not end up Where it ShOUldn't be- Documents B This item is protected by a policy in your
organization.
[ Name Modified ~ Modifiec & Issues
* Can be used to locate and report on sensitive B hccount PDF Testpst Ceiatm  temcontains th fllowing sensite
- information: Credit Card Number
data within the organization. @ hecount Tesis A 2miniesago DSADI Lot scomec Abouta it 3
0= '\Corp Accounts.docx 4 hours ago David Drey L
. , o . Report an issue Account Test.xlsx 4
. .. | ~Cust Information.xs 4 hours ago David Drey docsn't confiict vl
* Capable of scanning for sensitive data . Firet and Last Name cen
0= est.docx 4 hours ago David Drej
similarly to sensitivity labels, but also works B “Somport Teketdon Foert Arsgon P
with the foundation set by MPIP to build rules 1 orettion fommionsie Ashiey Borden 514-14.6005
Thomas Conley 600-05-5315
based on a document’s sensitivity Susan Davis 42137139
e . Christopher Diaz 458-02-6124
classification. Rick Edwards 612-20-6832
os Sheet1 =
N . 1 View
* Supports the following locations:
: EXChange' SharePOint’ OneDrive /A This item contains sensitive infarmation. All
° Teams Chat and Channel messages reci?iertlits must be authorized to receive this
*  Microsoft Defender for Cloud App Instances View policy tip
*  On-Premises Repositories (through AIP Scanner)
*  Power Bl (currently in preview) Has access
N PR .




Data Loss Prevention Supported Locations N

Through integration with other Microsoft 365 features, Data Loss Prevention can extend to
many different locations:

* Windows 10, 11, future versions (via Microsoft Defender and Endpoint DLP)
*  MacOS (via Microsoft Defender and Endpoint DLP)
* File shares and on-premises SharePoint environments (via AIP Scanner)

* Non-Microsoft cloud locations (via Defender for Cloud Apps)

* Dropbox, Box, etc
’ ’ Status Location Included Excluded
@ o 88 Exchange email Al None
Choose distribution group Exclude distribut
group
@ o B SharePoint sites Al None
Choose sites Exclude sit
@ o & QOneDrive accounts Al None
Choose account or distribution group Exclude accoun
distribution group
@ o ® Teams chat and channel messages Al None
Choose account or distribution group Exclude account or
distribution group
@ o 2 Devices Al None
Choo: group Exclude u
group
@ o % Microsoft Defender for Cloud Apps All None
Choose instance Exclude i
@ o 2 On-premises repositories Al None
Choose reposit Exclude reposit
@ ) off @ Power BI




Data Loss

Oon

Oon

g

Location

@ Exchange email

B> SharePoint sites

& OneDrive accounts

@5 Teams chat and channel messages

1} .
=m Devices

&  Microsoft Defender for Cloud Apps

=  On-premises repositories

Included

All
Choaose distribution group

All
Choose sites

All
Choose account or distribution group

All
Choose account or distribution group

All
Choose user or group

All
Choose instance

All
Choose repositories

Excluded

None

Exclude distribution
group

MNone
Exclude sites

None

Exclude account or
distribution group

MNone

Exclude account or
distribution group

MNone

Exclude user or
group

Mone
Exclude instance

None
Exclude repositories
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* When declared as a record, data is not moved but maintained at the location it is currently stored. This helps to ensure
users know where their data resides.

In-Place Records
Management

*  When documents are archived for retention purposes they do not need to move. Microsoft 365 (M365) tracks and
maintains content where it is.

* Infact, in order to move a declared record special permissions are required to do so.

* Once data is no longer required M365 doesn’t simply remove it or archive it.
Disposition Control — It can do this, but the preferred method is disposition reviews

* Disposition reviews allow data owners to determine if data should be maintained or removed.

Information « Labeled data (sensitivity or retention) can be used for easier searchability and organization

Management is
mofe than * Labels applied to data can be used for protecting data. The system can search for particular labels to apply protections to.

Retention * Protection of sensitive data is a key component of records management in M365

* Records Management can be invasive. In some cases the processes can be so complex they are no longer user friendly

Balancing the — Things don’t get done

Experience * M365 provides automation processes to decrease user involvement, but still give the business the required controls to
ensure proper data governance.




Records Management N

* Applied to containers and apply a consistent retention policy to all content within the container (Umbrella
approach).

*  Applied when content is deleted by moving deleted content to a hidden folder or library (only admins can

. . access hidden folder or library)
Retention Policies

* Retention period is triggered either on created or last modified date of the content

*  Occurs “behind-the-scene”. It is not something that users can directly interact with

Retention
Policy

Eﬂlll@




Records Management N

* Enable granular retention periods to be assigned to individual documents and emails within the same
container

* Can be manually applied (user interaction) to emails or documents (e.g. user selects a retention label for a

. file in a SharePoint site or an email)
Retention Labels

* Advanced trigger support for retention periods
* Disposition Reviews available

* Event Based retention where retention periods begin based on a non-standard event within an
organization (Employee termination, Fiscal Year-End, etc)

Retention
Label
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eDiscovery ©—

“ Q eDiscovery within Microsoft 365:

* Primarily used for determining content necessary for evidence in any legal actions (internal policies or external legal actions). Allows authorized
users to search, investigate and place Office 365 content and conversations on hold

* (Can also be used to provide enhanced search capabilities within the Microsoft 365 Platform
* Inthe event of a legal case, eDiscovery case results can be preserved, exported and analyzed outside of Office 365

— Retention Label rules will not affect content on hold via eDiscovery

IO% M365 eDiscovery has limited or no ability

{ Q M365 eDiscovery can search:
\ \ to search:

* Exchange Online Mailboxes * Locally/offline encrypted files uploaded to
«  SharePoint Online Sites _?_harePomt Online, OneDrive, or Microsoft
eams

* OneDrive for Business
*  Microsoft 365 Groups

* Microsoft Team Meeting Recordings

*  Yammer Groups
* Microsoft Teams

*  When SharePoint site(s) for a team
are included in the search



| Sent for external
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Communication Compliance

C
&

Communication Compliance within
Microsoft 365:

Microsoft Purview

E CUmpiEnce managen

Communication compliance

S B O f

* Primarily used to detect, retain, and alert authorized @ Duta dasifction
personnel of inappropriate communication within £ B Gerview . Polces
. . . A Alerts
M ICI’OSOft 365 commu nlcatlon pathways' b Reports David Drever, here are top actions to help you get up and running
° M icrosoft Tea m S C h at m essages £ Policies Get to know communication compliance Highly recommended &30 min
& Roles & scopes Assign permissions to ensure your team can get their jobs done Required 15 min
° M icrosoft EXC h a nge ema i I m essages & ;:;eea:? distribution groups for users' whose communications you want to Optional & 15 min
Solutions
° Viva E ngage (Ya m m e r) Posts - _ Create your first policy to start detecting communications Required & 10 min
B Awdit 22 All recommended actions
* (Can integrate with eDiscovery to integrate with related R
cases §S  Communication compliance Recommended action for your org
[& Data loss prevention Take control of sensitive info in messages
B eDiscovery B Insight Messages that include sensitive info types
= Data lifecycle management oz Users in your org recently sent 11 Teams and 103 emails messages that contain sensitive  All Full Names -

info.

New Zealand Driver License Number

* Ifyau don't have a policy in place that detects sensitive info, create one naw to start Ayl Credential Types
detecting future communications.
o Ifyou already have a policy that detects sensitive info, compare the info types

B, Insider risk management

‘ [& Information protection ~
\ Q Communication Compliance monitors for: B romseres v T

detected here with the ones included in your policy and either update the policy o Slovenia Tax Identification Number
create a new ane to make sure you have full coverage.

[ Records management

* Inappropriate language

& Privacy risk management

B3 Subject rights requests

General Password

* Sensitive information 11 more o typesdeteced O -
€3 Settings Py &
* Custom-defined words and phrases based ® woreresources
on internal policies (i.e. highly sensitive e o
projects)
°

Inappropriate images







__________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

Email Messages Cloud apps Devices

Received a confidential Shared a copy of the Uploaded a copy to Downloaded a copy
file via email file with a few a personal Dropbox of the file to devices
account to share with to work offline

colleagues via Teams
Inadvertent

external vendors

> A Data expose h A Data leak > A Data hoarding

Shared storage Email Cloud apps Devices

Downloaded and Sent a copy of one Uploaded two Printed one
deleted an unusual file to an external confidential files to a confidential file
volume of confidential recipient via email personal Dropbox Saved three confidential
account files to a USB Malicious

files from SharePoint

A Data sabotage h A Data theft p A Data theft > A Data theft




Insider Risk Management

C
&

Insider Risk Management within
Microsoft 365:

Monitors for inadvertent and malicious activities of
users internal to the organization.

Provides authorized personnel to review and act upon
suspicious behavior captured through the various
signals within Microsoft 365. Integrates with
eDiscovery to build full reviews of content as necessary

Provides capabilities to protect against internal risks
that can lead to:

* Leaks of sensitive data and data spillage
* Confidentiality violations

* Intellectual property (IP) theft

* Fraud

* Insider trading

* Regulatory compliance violations

l Q Common policies Insider Risk monitors
\ for:

* Data removal by departing employees
*  Monitors exfiltration indicators

* Canintegrate with HR systems to monitor user activity
when the HR system is updated for termination

*  Security Policy Violations

* Canintegrate with Defender for Endpoint to monitor
suspicious activity occurring directly on organization-
owned workstations
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Insider Risk Management

{ Q Privacy Risk Management within

\ Microsoft Purview:

*  Where MPIP and DLP focus on the organization’s
sensitive information, MPRM focuses on identifying
privacy risks within the organization.

* MPRM focuses on:
* Oversharing of personal data

* Sharing of personal data across departments or
even GEO locations.

* Unused personal data stored by the organization

* Create Policies to scan and alert identified stakeholders
when private data risks are identified.

IQ Common policies Privacy Risk monitors
\ for:

* Data Overexposure

*  Monitors for private information that is shared or made
available to too many people both within and outside the
organization.

*  Supports multiple cloud locations including Azure Storage,
Azure SQL, and Amazon S3

* Data Transfers
* Identify boundaries within the organization:
* Team
* Department
* Regions
* Etc
*  Monitor content that crosses these boundaries

e Data Minimization

* Scans for unused (read or modified) content that contains
private information




Additional Tools and
Solutions within
Purview
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Additional

Compliance Manager:

* Monitors risks to an organization’s environment by
examining controls configured within the organization
to protect its sensitive information and users

* Activities are given a score based on the level of
protection offered. The score is then provided to
system administrators to provide a high-level view of
the environment’s compliance risk.

* Capable of applying specific templates to monitor
necessary regulatory and legal requirements such as
Personal Information Protection and Electronic
Documents Act (PIPEDA) and Canadian Consumer
Privacy Protection Act (CPPA)

* Over 360 templates available to run against the
Microsoft 365 environment

Microsoft Purview

(@1 Home
| 2  Compliance Manager
<2 Data dassification
5 Data connectors
A Alerts
k  Reports
= Policies
S, Roles & scopes

5 Trials

Solutions

B catalog

B Audit

A Content search

[2  Communication compliance
(A Data loss prevention

iy eDiscovery

= Data lifecycle management
[& Information protection
(& Information barriers

A Insider risk management
[ Records management

&  Privacy risk management
Overview
Data profile
Policies

ER  Subject rights requests

€52 Compliance Manager settings ©, Data connectors

Compliance Manager

Overview Improvement actions  Solutions  Assessments  Regulations  Alerts  Alert policies

Compliance Manager measures your progress in completing actions that help reduce risks arcund data protection and regulatory standards. Find
guidance and decumentation

7 Filter
Overall compliance score Key improvement actions
H Not completed Completed Out of scope
Your compliance | 860 F | ° ° 0 ¢
. 0,
score: 49%
Improvement actien Impact Test status Group Action type
Govern policies and procedures +0 paints None Default Group Operational
Conduct exit interview upon termination =0 paints None Default Group Operational
Document security strength requirement... =0 paints None Default Group Documentation
Document security documentation requir... =0 paints None Default Group Documentation
12084/24471 points achieved
Document security assurance requireme... =0 points None Default Group Documentation
I Vour paints achieved (7) Document acquisition contract acceptan... =0 paints None Default Group Documentation
199/ 12,163
Clear personnel with access to classified i... =0 paints None Default Group Operational
I Microsoft managed points schisved (1)

11,885/ 12,308 Document the protection of cardhelder d... +0 paints None Default Group Documentation
Compliance score measures your progress towards Establish voi it 0 oo N Betault & N
complating recommended sctions that help reduce fiske  EStablish voip usage restrictions +0 points one efault Group scumentation
around data protection and regulatory standards. . 5

Learn how your Compliance score is calculated View all improvement actions

Solutions that affect your score

Taking key actions in your compliance solutions will increase your
overall score.

Solution Score contribution Remaining actions

Attack Simulatio... 078 points 1




Additional

“ Q Data Classification Console
| Overview

Overview

Get snapshots of how sensitive info and labels are being used across your organization's locations. Lear mare

Top trainable classifiers

@ Data dlassification -~
* Provides a high-level view into how sensitive

information is being tracked within the Microsoft 365
environment

Monitors sensitivity and retention label usage within
the organization

Provides the ability to create and update custom
classifiers and sensitive information types monitored
within Microsoft 365

Provides an overview of sensitive information found
within the environment, the type if information, and
where it is stored

Provides dashboards and reports when content is
labeled by users or when the labels are removed or
modified on content

Classifiers
Content explorer
Activity explorer

I® Data connectors

A ments

. Reports

= Folices

©\ Roles & scopes

# Trials

Salutions.

B Catalog

B audi

B Coment search

(& Communication compliance
(@ Data loss prevention

& eDiscovery

B Datalifecycle management
[ information protection
[ information barriers

Au Insider risk management
B Records management

B  Privacy nsk management

Trainable classifiers used most in your content
N S IS 0 _——

BT B Stancerd Cpersting Frocechures A Moz B Sofey Rcorc B Source Code 2mare

L S A 4

View all trainable classifiers

Top sensitive info types

Sensitive info types used most in your content

W anfuiMames W A1 Medicsi Terms &nd Conditions [l Diseases

View all sensitive info types

Top sensitivity labels applied to cantent

No sensitivity labels det...

@ Home Content explorer

that's currently stored

Top retention labels applied to content

e —— |

Corporste A E— L [u]

S s dirgicactill o s B

Agreement and Contract Administration £ Reports

fery 1E
5

M365 Site Ouner PwrAuto Label
-

View all applied retention labels Learn how to

Daily labeling ad

No activ Activiy explorer

@ Data s ~
Cuarien £ Fiteron or categories Al lacations
Casifers .

L Bpot
1 Cortent exporer B -

@ Cammunication compliance
@ Oata loss pravention

B eDacory v

B Ons ecple mansgement

[ infarmation pratection v e
[ information bamers v Spin Tas

B inscr sk managemant @ dddress

B Records management incis Voter d Card

B Privacy risk mansgement = Spain ONI

Explore the email and docs in your arganization that contain sensitive info or have Labels apps
in Exchange. SharePoint, and ¢

fou drill down further by reviewing the sourcs content
OneDrive. Support for more locations i ¢ o, Learn more




Activity Explorer

e Supports your Data Protection Program by monitoring what is happening with your labeled content.
* Pulls the data from Microsoft 365 audit logs
* Provides up to 30 days of data

Date: 8/2/2024-9/2/2024 ~ Activity: Any ~ Location: Any User: Any Sensitivity label: Any

. oem N B - B -
8/5/2024 8/6/2024 B8/8/2024 B/12/2024 8/19/2024 872172024 8/23/2024 8/26/2024 9/1/2024
Chart time zone:(UTC-06:00)

B Label applied WM Label changed M Fileread M File renamed M File discovered M File created




Information Barriers

* Helps to protect conflicts of interest between different departments within the organization.
* Restricts two-way communication between groups within the organization
* Blocks collaboration across the following workloads:
e MS Teams
* Chats
* Instant messaging
* Meeting inclusion
e Exchange

* Information barriers can use Exchange properties to establish a policy but do not currently
control communication within Exchange.

* Mail-flow rules should still be used, or Exchange communication control
e SharePoint
* Adding conflicting members to a site

e Site searches



Implementing Purview
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Purview Is Always Active Organizational Recommendations

A
l"

* Most solutions within Purview are active when the * Focus on identifying and classifying sensitive
tenant is created information
» Lack of organizational-specific configurations » Create sensitivity labels based on approved

» Consider carefully authorized access within security classification

Purview » Pilot deployment of MPIP to protect sensitive
information, use lessons learned to deploy

« Some solutions can provide views into o :
organizational-wide.

content regardless of access to the content
* Build on the MPIP foundation and pilot Data Loss

* Some components of Purview require Prevention within Microsoft 365 workloads.

special permissions (can’t even be viewed
by administrators) * Integrate with other tools rolled out or being rolled out

« Map and prioritize the organization’s primary goals within Microsoft 365 (Defender for Endpoint)

with the capabilities of Purview » Pilot and deploy records controls to ensure data is
maintained for its required lifecycle

protiviti
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David Drever
Associate Director, Protiviti

| M365 and Security MVP

https://linktr.ee/davidmdrever
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